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Abstract 

The occurrence and intensity of both natural and human-made disasters are bound to increase, 
posing significant risks to humanity. In Malaysia’s healthcare setting, a variety of procedures and 
practices for managing safety, health, and emergency management are implemented to ensure 
the comfort and protection of hospital personnel, patients, and visitors. The presence of 
chemical, biological, radiological, and nuclear (CBRN) hazards pose a grave risk to the health and 
well-being of healthcare personnel in Malaysia. The aim of this review article is to draw attention to 
practical implications and provide a thorough summary of the literature on CBRN hazard 
management in Malaysian healthcare. 
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Introduction 

In today's ever-changing world, where technology is advancing at an astonishing pace and 
the environment is undergoing rapid transformations, it has become crucial to acquire new skills 
and knowledge in diverse fields. With the continuous progress of technology, the occurrence and 
intensity of both natural and human-made disasters are bound to increase, posing significant risks to 
humanity (Huang, Wang & Liu, 2021). In Malaysia’s healthcare setting, a variety of procedures and 
practices for managing safety, health, and emergency management are implemented to ensure 
the comfort and protection of hospital personnel, patients, and visitors. This includes preparing for 
and responding to various hazardous substances, such as chemicals and biological agents, as well 
as radiation-related contaminants. 

The presence of chemical, biological, radiological, and nuclear (CBRN) hazards pose a grave risk 
to the health and well-being of healthcare personnel in Malaysia. Recent events, such as the 
COVID-19 pandemic, instances of chemical weapons usage in neighbouring nations, and 
unintentional releases of radioactive substances within medical facilities, underscore the gravity of 
CBRN hazards. In light of these incidents and crises, Adnan et al. (2022) emphasise the crucial 
need for Malaysian healthcare institutions to establish effective systems for managing CBRN 
hazards. 

The aim of this review article is to draw attention to practical implications and provide a 
thorough summary of the literature on CBRN hazard management in Malaysian healthcare. In this 
review, the following two research questions are specifically addressed: What methods are currently 
being utilised 11
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in Malaysian healthcare to handle CBRN hazards? How can safety, health, and emergency 
management be improved in this scenario? To help answer these questions, this review will refer to 
various sources, such as academic papers and guidelines from relevant organisations. 

The primary objective of this review article is to improve the safety, health, and overall well-being of 
healthcare providers in view of these complex and demanding dangers. This article aims to provide a 
succinct overview of CBRN hazards and their impact on healthcare providers. It will delve into the 
existing literature concerning CBRN hazard mitigation in healthcare settings, both locally and globally. 
Furthermore, it will explore the specific challenges present in managing CBRN hazards within the 
Malaysian healthcare system and identify opportunities for improvement. Finally, it seeks to make a 
valuable contribution to formulating effective strategies for handling CBRN hazards within healthcare 
facilities in Malaysia. 

The literature pertaining to CBRN hazards in healthcare settings provides a plethora of 
information regarding safety, health, and emergency management.  

With an emphasis on these hazards, various topics are covered, including risk assessment, preparation, 
planning, response strategies, training, and resource allocation. Numerous studies have underscored 
the importance of risk assessment in effectively managing CBRN hazards within healthcare facilities. 
For instance, Gunduz & Laitinen (2018), highlighted the necessity of conducting routine risk 
assessments to identify potential hazards at workplaces and implement suitable preventive measures. 

Preparedness for CBRN hazards in healthcare settings is a significant topic addressed by Mohammadi 
et al. (2022). Ablah et al. (2016) underscore the importance of tailored emergency preparation plans 
that consider input from different stakeholders to meet the unique needs of healthcare facilities. Jacobitz 
& Nailon (2020), in a follow-up study, highlight the necessity for regular training and drills to ensure 
healthcare providers are well prepared to handle CBRN hazards. 

The literature on CBRN hazards in healthcare settings consistently highlights the importance of training 
and resource allocation. A study conducted by Yildiz & Yildirim (2022) specifically emphasises the value 
of ongoing training for healthcare providers. Ensuring their ability to identify and respond effectively to 
CBRN hazards. Additionally, Romney (2020) underscores the necessity of having sufficient resources, 
such as personal protective equipment, available to both healthcare professionals and patients in the 
event of a CBRN incident. 

The significance of having a response plan is highlighted in the literature focusing on CBRN hazards 
within healthcare settings. Majd et al. (2020) conducted a study that underlined the necessity of 
establishing specific protocols regarding decontamination and medical treatment for patients affected 
by CBRN hazards. Moreover, Khorram-Manesh et al. (2021), conducted further research that stressed 
the importance of efficient coordination and communication among healthcare providers, emergency 
medical services, and other involved parties during CBRN incidents. 

In general, research on safety, health, and emergency management in healthcare settings, with a focus 
on CBRN hazards, emphasises the significance of in-depth risk assessment, emergency preparedness 
planning, successful response strategies, ongoing training, and resource allocation to ensure the safety 
of healthcare providers and patients. 

The importance of addressing CBRN hazards in context of Malaysian healthcare settings. 

According to Kako et al. (2018), a study on CBRN techniques presently utilised in healthcare, the threat 
of handling CBRN hazards is increasing. The assessment is based on their analysis of the sector's 
current use of CBRN approaches. Hospitals often conduct internal training sessions and short courses 
that are accessible to all hospital personnel in order to keep them aware and prepared to face such 
emergency scenarios. In line with this, the Malaysian Ministry of Health (MOH) is responsible for 
organising these sessions through the local hospitals and department levels. Through these training 
initiatives, it ensures that all healthcare providers are equipped with the professional knowledge and 
skills necessary to carry out any procedure related to their current positions. 
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A study by O’Mathúna (2019) emphasised that CBRN hazards pose a significant risk to healthcare 
settings. It is crucial to address these hazards to ensure the safety of healthcare providers, patients, 
and the wider community. As highlighted by Bajow et al. (2022), "the safety of healthcare providers, 
who serve as the front lines of patient care, places them at a significant risk of exposure to CBRN 
hazards.”. 

Within healthcare facilities, microorganisms such as viruses and bacteria can proliferate rapidly, 
jeopardising the safety of healthcare providers, patients, and the public. Addressing these hazards is 
essential to mitigate the risk of a sudden surge in cases and the spread of contagious illnesses within 
the hospital (Ippolito et al., 2020). 

In the event of a CBRN incident, healthcare settings are frequently overrun with patients. Addressing 
these hazards is paramount, as it serves to minimise the repercussions of a disaster by equipping 
healthcare providers with adequate knowledge, an efficient attitude, and the skills and practices needed 
for an effective response (Abrams, 2018). The impact of CBRN hazards can extend beyond healthcare 
settings and significantly affect the surrounding community. By mitigating the effects of a disaster and 
curbing the spread of infectious illnesses, the effort to address these hazards plays a vital role in 
protecting the entire community (Morganstein & Ursano, 2020). 

Overall, effectively addressing CBRN hazards necessitates the implementation of robust plans and 
procedures within healthcare facilities to ensure the safety of all individuals involved. 

A current assessment of safety, health and emergency management at renowned hospital 
establishments within Malaysia. 

In Malaysia, the Ministry of Health (MOH) bears the responsibility for regulating and overseeing the 
healthcare system, encompassing matters pertaining to safety, health, and emergency management in 
hospitals (Yadav, 2017). The MOH has formulated comprehensive guidelines and standards for 
healthcare facilities to ensure the quality and safety of patient care. These guidelines encompass a 
range of concerns, including infection prevention and control, patient safety, emergency preparedness, 
and disaster management. 

Recent substantial investments by the Malaysian government in technology and healthcare 
infrastructure aim to elevate the quality and accessibility of healthcare services across the nation. 
However, challenges persist, particularly in rural areas where healthcare access remains a concern. 

In terms of emergency management, the National Disaster Management Agency (NADMA) shoulders 
the responsibility of coordinating disaster management efforts nationwide, including in the healthcare 
sector (Che Hamid et al., 2019). Healthcare facilities are mandated to have comprehensive emergency 
response plans in place, and healthcare providers undergo training in emergency response procedures 
(Ismail, 2020; Samsuddin et al., 2018). 

Overall, while Malaysia's healthcare system has made significant advancements in recent years, 
continued efforts are necessary to ensure the safety, health, and emergency management of the 
nation's major hospitals. 

The challenges faced by healthcare providers in managing CBRN hazards. 

In every hospital in Malaysia, healthcare providers, particularly medical officers, assistant medical 
officers, and staff nurses, assume a vital role as first-line and frontline responders in cases of reasonably 
anticipated emergencies (Gillani et al., 2022). According to Yaqoob et al. (2021), healthcare providers 
must enhance their professional competencies to deliver high-quality healthcare before, during, and 
after such events. They are tasked with delivering top-tier services, backed by sound knowledge, 
awareness, life support training, and skills in managing related emergencies. These requirements 
empower healthcare providers to effectively and efficiently fulfil their duties in any emergency or disaster 
situation they are assigned to handle. 

13



Int. J. Mgmt. Hum. Sci. 2024; 8(1): 11-26 

Unfortunately, a study by Almukhlifi et al. (2021) concluded that a majority of the healthcare providers 
in the emergency and trauma departments appear to have inadequate disaster preparedness, and it 
appears that most hospital staff do not seem to be prepared to handle a disaster event. For the safety, 
health, and emergency management plan to be effective, particularly in terms of roles and 
responsibilities, healthcare providers must possess in-depth knowledge and understanding of it. 

A recent study by Yahya et al. (2022) highlights the key challenges that healthcare providers in Malaysia 
may encounter while managing CBRN hazards. These challengers include a lack of resources and 
equipment and insufficient training. 

This encompasses the absence of specialised protective gear, decontamination tools, and specialised 
training on how to respond to CBRN incidents. Additionally, challenges might arise in coordinating 
response efforts among various agencies and organisations, including hospitals, emergency medical 
services, and local authorities (Munikanan & Vikneswaran, 2020). 

Another challenge, as mentioned by O’Connor & Hammad (2016), is the potential for panic and fear 
among healthcare providers and patients in the event of a CBRN incident. However, through the 
implementation of clear protocols and the establishment of efficient communication, it is feasible to 
mitigate this risk and ensure that all parties are well informed about the appropriate actions to take in 
an emergency situation. 

Overall, despite the challenges that may arise in managing CBRN hazards, Malaysian healthcare 
professionals are consistently striving to improve their preparedness for emergencies and strengthen 
their response skills. 

The best practices and strategies for addressing CBRN hazards in healthcare settings. 

CBRN hazards present a serious risk to healthcare facilities like hospitals and clinics. A study by Benolli 
Guidotti & Bisogni (2021) highlights that addressing CBRN hazards within healthcare settings requires 
a comprehensive and coordinated approach involving various stakeholders. The coordination involves 
healthcare personnel from MOH collaborating with other governmental agencies such as the Royal 
Malaysia Police (RMP), Emergency Rescue Services and Hazardous Material Unit Team (HAZMAT), 
and non-governmental organisations (NGO) providing security and emergency medical services and 
the community as well. 

In order to achieve this coordination and collaboration, several best practices and approaches for 
addressing CBRN hazards in healthcare settings are recommended. According to a recent study by 
Alahmari & Khan (2023), every healthcare facility should develop an effective emergency plan that 
specifies the procedures to follow in the event of a CBRN incident. The plan should identify potential 
CBRN hazards and detail the steps to be taken during an emergency. 

This consists of notification procedures, evacuation procedures, and communication protocols. Regular 
evaluation and revision of the emergency plan are crucial to ensuring it aligns with best practices and 
current standards. 

Lam et al. (2018) discovered that healthcare providers, hospital personnel, volunteers, public health 
workers, and safety personnel lack training in emergency and disaster situations. This training gap 
places healthcare providers, patients, and individuals in healthcare facilities at risk, regardless of 
whether they are in urban or rural areas. Prior to this, Chilcott, Larner & Matar (2019), in their study, 
recommended comprehensive training for all healthcare providers in appropriate response techniques 
for CBRN hazards. Regular drills should be conducted frequently to reinforce these practices and 
identify areas for improvement. 

Training and drills should encompass the recognition of symptoms of exposure, personal protective 
equipment (PPE), and effective decontamination techniques for CBRN agents. Moreover, healthcare 
facilities must ensure access to the appropriate PPE, decontamination equipment, and medications 
designed specifically for CBRN hazards. Mortelmans et al. (2017) proposed that all such equipment 
should undergo regular inspections and be replaced as necessary. 
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In a CBRN incident, effective communication is essential. Prior to this, Carbon et al. (2022) emphasised 
in their studies that healthcare facilities should establish a clear communication system to facilitate swift 
and accurate information sharing with medical personnel, emergency response teams, and 
governmental organisations in the event of a CBRN emergency. Healthcare facilities should collaborate 
with local government authorities such as HAZMAT, RMP, and emergency medical services teams from 
NGOs in order to ensure a coordinated response to CBRN hazards (Benolli et al., 2021). 

Despite these effective practices and strategies, there remain weaknesses and opportunities for 
improvement within the existing framework for ensuring safety, health, and managing emergencies 
within Malaysia. Nonetheless, it is vital to highlight that the authorities are actively striving to deal with 
these concerns and implement necessary enhancements. 

As indicated in research by Goniewicz et al. (2021), a significant gap lies in the lack of uniformity in 
emergency preparedness and response across healthcare facilities. Furthermore, standards for 
educating and training healthcare providers in emergency and disaster preparedness are not widely 
recognised. 

For hospitals to be accredited by the Joint Commission on the Accreditation of Healthcare Organisations 
(JCAHO), having an emergency management plan is a requirement, along with conducting two 
emergency and disaster-based simulations per year. According to Osman (2016), "hospitals should 
demonstrate their readiness for emergencies through these drills". Consistent protocols and guidelines 
that are universally applicable across all healthcare facilities within Malaysia are essential for effectively 
managing CBRN hazards. 

The following guidelines and protocols are specifically designed to ensure the care and safety of every 
person and healthcare provider. In Malaysia, the Ministry of Health (MOH) is responsible for overseeing 
the safety, health, and emergency management of all health facilities. In relation to CBRN hazards, the 
MOH has developed several guidelines and protocols. Sulaiman (2020) identifies areas that require 
improvement in his study, suggesting that healthcare personnel in Malaysia may not receive sufficient 
training on CBRN hazards and response procedures. Therefore, there should be a heightened focus 
on training and drills to ensure that healthcare personnel are adequately prepared. 

Reported shortages of PPE in Malaysia during the COVID-19 pandemic, as noted by Shah (2020), 
highlight the necessity for healthcare facilities to ensure a reliable supply of appropriate PPE to protect 
healthcare personnel from CBRN hazards. The MOH could improve communication with healthcare 
facilities and the public during CBRN incidents. Clear and timely communication is essential to ensuring 
an effective response. There may be a need for better coordination between the MOH and other 
agencies during CBRN incidents. Collaborative efforts among different agencies are necessary to 
ensure an effective response to CBRN hazards. 

Overall, by addressing the identified gaps in healthcare settings and implementing these best practices 
on CBRN hazards, healthcare facilities in Malaysia can enhance their preparedness and improve the 
current approach to safety, health, and emergency management in response to CBRN incidents. 

The specific chemical hazards that healthcare providers may encounter in their work. 

In recent research conducted by Aziz et al. (2021), focusing on occupational toxicity and hazards, it 
was highlighted that healthcare providers face a range of chemical hazards within their work 
environments. They may encounter harmful substances in various ways. Healthcare providers could be 
at risk of hazardous materials such as mercury, lead, asbestos, or formaldehyde. These chemicals can 
result in various detrimental health consequences, including skin irritation, nervous system damage, 
and the possibility of cancer. 

Healthcare providers engaged in the process of handling or administering chemotherapy treatments or 
similar toxic medications are susceptible to exposure through skin contact, inhalation, or ingestion. Such 
exposure can lead to fertility issues, cancer, and other adverse health effects. Within healthcare 
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settings, unintentional chemical spills involving substances like acids, solvents, and disinfectants may 
occur. These spills can have unfavourable health effects, including skin irritation and respiratory issues. 

Healthcare providers assigned to operating rooms or other locations where anaesthesia is administered 
might also be exposed to work-related hazards. Anaesthetic gases such as nitrous oxide, halothane, 
and isoflurane may pose these risks. Medical practitioners could be subjected to such gases while 
administering anaesthesia, which could present possible health hazards. These substances can result 
in adverse reactions that involve breathing discomfort and dizziness, as well as additional indications. 

In summary, recent research underscores that healthcare professionals face a variety of chemical 
hazards in their workplaces. Implementing measures to mitigate these risks is crucial to ensuring the 
safety and well-being of both healthcare professionals and patients. 

The challenges or gaps in the existing approach in managing chemical hazards in major 
hospitals in Malaysia. 

Despite the implementation of chemical safety programmes in major hospitals across Malaysia, a study 
conducted by Azarmi et al. (2021) has revealed certain weaknesses in their approach to addressing 
chemical hazards. Healthcare providers might lack knowledge of particular chemical hazards that could 
potentially be present in their working areas. Their understanding of the potential health impacts of 
encountering these hazards might also be insufficient. This gap could arise due to a lack of awareness 
or inadequate instruction related to chemical safety measures. In order to identify every potential toxic 
substance in the healthcare facility, safety analyses could be infrequent. However, ensuring the 
protection of both individuals and health practitioners remains essential. 

Addressing these challenges and gaps is crucial to enhancing the overall safety and well-being of 
healthcare personnel and patients in major hospitals. There is a chance that healthcare providers may 
not consistently wear the right PPE for the chemicals they handle. This could be due to a lack of 
accessible PPE or inadequate awareness of safe work procedures (SWP) for the specific hazards 
associated with these chemicals. Additionally, there is a potential that decontamination procedures 
might not be consistently followed or not be well established, potentially exposing individuals to 
hazardous chemicals. 

There is a chance that some hospitals in Malaysia may have adopted consistent measures for dealing 
with chemical hazards, resulting in imbalances in the handling of chemical safety. These imbalances 
can stem from hospitals lacking the necessary financial resources to allocate funds for essential 
equipment and advanced technologies to manage these hazards. Similarly, inadequate funds might 
hinder the provision of continuous education and training for healthcare providers. 

By addressing all these challenges and gaps, major hospitals in Malaysia can improve their approach 
to chemical hazards, thereby fostering a safer work environment for both healthcare personnel and 
patients. 

The effective strategies for hospitals to mitigate and manage chemical hazards. 

Healthcare providers play a crucial role in being aware of the potential chemical hazards within their 
workplaces and taking the necessary precautions to protect themselves and their patients. Through a 
comprehensive analysis of occupational health and safety risk assessment, Gul, Ak & Guneri (2017) 
discovered various preventive measures that healthcare facilities can adopt to manage and mitigate 
chemical hazards in their work environment. 

Conducting a thorough risk assessment of the hospital environment can help identify potential chemical 
hazards and evaluate the risk of exposure. This assessment should encompass an evaluation of the 
types and quantities of chemicals used within the hospital. In addition to assessing possible routes of 
exposure, it is important to evaluate the likelihood of adverse health effects and the severity of 
exposure-related consequences. 
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Engineering controls encompass specific measures designed to prevent or reduce exposure to 
chemical hazards. Examples of engineering controls are ventilation systems, containment strategies, 
and process controls. For instance, installing local exhaust ventilation (LEV), where hazardous 
chemicals are used, can help prevent the release of chemicals into the environment and reduce the risk 
of exposure for healthcare personnel. To protect healthcare providers from chemical hazards, PPE 
plays a vital role. Gloves, respirators, goggles, and protective clothing are some examples of PPE. The 
outcome of the risk assessment and the specific hazards in the hospital setting should serve as a guide 
for the selection of appropriate PPE. 

Decontamination processes are used to remove or neutralise hazardous chemicals on surfaces or 
equipment. Specific decontamination procedures should be established for each chemical hazard 
present in the hospital. 

These procedures should encompass appropriate cleaning supplies and methods, as well as guidelines 
for the disposal of contaminated materials. To ensure safety in the healthcare setting, it is crucial for 
healthcare providers to undergo training regarding the potential hazards associated with the chemicals 
they handle. 

They should also receive education on how to correctly utilise PPE and conduct decontamination 
procedures. By staying themselves informed through education and training, healthcare providers can 
remain up-to-date on the current knowledge, attitudes, and practices necessary for effectively managing 
chemical hazards within the hospital environment. Adequate resources should be allocated to invest in 
modern technologies and equipment that aid in mitigating chemical hazards. Additionally, continuous 
training and education programmes should be provided for healthcare personnel to maintain their 
proficiency in this area. 

It is imperative for all hospitals in Malaysia to develop standardised operating procedures (SOP) or 
standard work procedures (SWP) to effectively manage chemical hazards. This involves establishing a 
robust chemical safety programme, regularly assessing its effectiveness, and making necessary 
updates to meet the health and safety requirements of the hospital environment. 

By implementing these measures, healthcare providers can reduce their risk of exposure, while 
hospitals can help prevent and promote a safe work environment for their staff and patients. 

The specific biological hazards that healthcare providers may encounter in their work. 

A recent study conducted by Razu et al. (2021) highlights the numerous biological hazards that 
healthcare providers commonly encounter within their work environment. These hazards primarily 
involve the exposure to infectious diseases while attending to patients with communicable illnesses 
such as tuberculosis, influenza, HIV/AIDS, and COVID-19. This exposure may transpire through direct 
interactions involving bodily fluids such as blood, saliva, or respiratory secretions, or via contact with 
contaminated surfaces and equipment. 

Additionally, there is a risk of biological spills, which can happen when containers holding infectious or 
biological material break or leak. 

Healthcare providers may be exposed to these spills either through direct interaction with the spilled 
material or through the inhalation of infectious particles. Bioterrorism is the deliberate use of biological 
agents to harm a population, including agents such as anthrax, smallpox, or botulism. In the unfortunate 
event of a bioterrorism attack, healthcare providers may face the risk of exposure to these agents. 
Healthcare providers who handle infectious agents, biological materials, clinical specimens, or engage 
in laboratory work may be vulnerable to laboratory-acquired infections (LAIs). Accidental contact with 
infectious agents, such as a needle stick or splashes to the eyes, can lead to the occurrence of LAIs. 
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The challenges or gap in current biological hazard management strategies in major hospitals in 
Malaysia. 

A study conducted by Subramanian Arip & Subramaniam (2017) has revealed several challenges and 
gaps in the current approach to managing biological occupational hazards in major hospitals across 
Malaysia. The research highlights that inadequate training and education pertaining to infection 
prevention and control procedures among healthcare professionals could potentially lead to the 
transmission of infectious diseases within hospital premises. Observations indicate that healthcare 
personnel do not consistently adhere to the infection control protocols established by hospitals, hence 
elevating the risk of disease spread. 

Certain healthcare facilities might lack efficient surveillance and monitoring systems that can identify 
outbreaks of infectious diseases. Inadequate implementation of these systems could impede the 
response time and heighten the likelihood of disease transmission. Moreover, certain hospitals could 
face shortages in PPE and might lack the necessary waste management infrastructure to adequately 
enforce infection control measures. 

In addition to these challenges, healthcare facilities often encounter difficulties in efficiently exchanging 
information and collaborating with other health institutions. This communication barrier can complicate 
responses to infectious disease outbreaks. Furthermore, healthcare personnel might be at risk in the 
absence of essential vaccinations required to protect them against communicable diseases. 

Addressing all these challenges and gaps necessitates a coordinated effort involving healthcare 
personnel, administration, public health agencies, and other government agencies. This collaborative 
approach ensures hospitals have the requisite resources, training, and support to effectively manage 
biohazards. 

The effective strategies for hospitals to mitigate and manage biological hazards. 

In a study conducted by Aminizadeh et al. (2022), several measures are suggested for hospitals to 
prevent and manage biological hazards. Establishing robust infection control practices serves as the 
foundation for effectively mitigating and managing biological hazards within hospitals. Such practices 
encompass essential steps like maintaining proper hand hygiene, following protocols for donning and 
doffing personal PPE, isolating patients with infectious diseases, and ensuring thorough disinfection 
and cleaning of the hospital environment. 

Efficient waste management is of paramount importance within hospital settings to prevent the spread 
of infectious illnesses. Hospitals should adhere to standardised procedures that ensure the appropriate 
handling, transportation, and disposal of infectious waste. This encompasses items such as sharps, 
contaminated linens, and biological specimens. 

Healthcare personnel should get an appropriate vaccination to protect themselves from infectious 
diseases they might encounter while working, such as hepatitis B and influenza. Hospitals should also 
conduct regular infectious disease outbreak surveillance. This involves monitoring the incidence of 
infections associated with healthcare settings, ensuring adherence to infection control procedures, and 
monitoring antibiotic usage. 

Healthcare personnel require training and education on infection prevention and control practices, as 
well as the safe handling of infectious materials, to effectively prevent and manage biological risks within 
hospitals. Moreover, hospitals should implement environmental controls, such as appropriate ventilation 
and air filtration systems, to impede the spread of infectious diseases. 

According to Nadarajan et al. (2020), hospitals can practice screening and triage protocols to effectively 
identify and isolate patients with infectious diseases, thereby minimising the risk of infection spread. In 
the event of a bioterrorist attack or an epidemic of an infectious illness, a hospital should have an 
emergency plan in place. These plans should encompass the management of infected patients, the 
detection and containment of outbreaks, as well as ensuring the safety of healthcare personnel. 
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By implementing these measures into practice, hospitals can effectively manage biological hazards, 
protect healthcare personnel and patients, and create a secure healthcare environment. To maintain 
the currency and efficacy of their infection control programmes and emergency preparedness plans, 
hospitals should regularly evaluate and update them. 

The specific radiation and nuclear hazards that healthcare providers may experience in their 
line of work. 

In the realm of healthcare, there are specific radiation and nuclear hazards that healthcare providers 
may encounter in the course of their work. Drawing from research on the preparedness of nurses for 
radiation and nuclear emergencies, Veenema et al. (2019) highlight a range of radiological and nuclear 
hazards that healthcare providers might face in their line of duty. 

Healthcare personnel engaged in operating diagnostic imaging tools like X-ray machines, CT scanners, 
and fluoroscopy machines are susceptible to exposure to ionising radiation. This category 
encompasses professionals working in nuclear medicine, radiation therapy, and other fields involving 
the use of such radiation materials. 

Exposure to gamma rays and beta or alpha particles, all of which can damage tissues and cells, is part 
of their occupational risk. Moreover, the occurrence of equipment malfunctioning, radioactive material 
mishandling, or an unfortunate accident could place healthcare personnel at risk of accidental radiation 
exposure. 

The challenges or gaps in current radiological and nuclear hazard management strategies in 
major hospitals in Malaysia. 

While radiation safety programmes are in place at many of the major hospitals in Malaysia, a study by 
Hamid et al. (2017) highlights significant challenges and gaps in managing radiation and nuclear 
hazards in healthcare settings. Notably, numerous hospitals in Malaysia may lack the necessary 
resources to effectively handle radiation and nuclear hazards, including adequate training and supplies. 

Some hospitals might also lack access to specialised expertise in radiation safety. This can result in 
insufficient safety procedures and an elevated risk of exposure. A lack of understanding among 
healthcare personnel regarding radiation and nuclear hazards can result in unsafe procedures and 
further elevate the risk of exposure. Additionally, inadequate regulatory oversight of radiation safety 
procedures might lead to inconsistent application of safety regulations and subpar procedures. 

According to Nasir, Othman & Nordin (2022), although hospitals in Malaysia may have emergency 
preparedness plans in place, these plans might not be fully effective or adequately implemented, 
especially in the context of radiation and nuclear exposures. This shortfall could result in an inadequate 
response in cases of accidents involving radiation and nuclear hazards. Additionally, there could be 
limited cooperation and coordination among hospitals, other government agencies, and NGOs for 
policing and monitoring radiation safety practices. Such gaps could result in inconsistencies in safety 
standards and potential lapses in safety practices. 

Addressing these issues is crucial for hospitals in Malaysia. This can be achieved by allocating sufficient 
resources, fostering knowledge and awareness, strengthening regulatory supervision, enhancing 
emergency preparedness, and fostering collaboration and coordination between hospitals and 
government agencies. 

Through these efforts, hospitals can bolster their capacity to effectively manage radiation and nuclear 
hazards, thereby promoting a secure healthcare environment for both patients and healthcare workers. 

The effective strategies for hospitals to mitigate and manage radiation and nuclear hazards. 

In a study by Hendrickx et al. (2016), several measures are suggested to prevent and manage radiation 
and nuclear hazards in hospitals. Implementing these measures is crucial to ensuring the safety and 
health of both patients and healthcare personnel. Hospitals should establish a comprehensive radiation 
safety programme that encompasses guidelines for responsible handling of radioactive materials and 
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the appropriate utilisation practices related to radiation-emitting devices. This ensures that healthcare 
personnel are well informed and trained to minimise the risks associated with radiation exposure. 

Healthcare personnel who work with radiation and radioactive materials undergo comprehensive 
training in the proper handling and utilisation of these substances. Individuals exposed to radiation 
should consistently monitor their exposure levels to ensure they remain within safe limits. To minimise 
exposure, healthcare personnel should be equipped with appropriate personal protective equipment, 
such as lead aprons, thyroid shields, and dosimeters. Furthermore, hospitals should establish standard 
operating procedures for the proper handling, transportation, and disposal of radioactive waste. In areas 
where these hazards are present, hospitals should also implement engineering controls, such as 
radiation protection measures, to effectively reduce exposure to ionising radiation. 

Additionally, it is important for hospitals to establish comprehensive emergency plans to address an 
accident involving radiation or radioactive materials. Regular calibration of hospital radiation equipment 
is essential to ensure accurate measurement of radiation levels and optimal functionality. Hospitals 
should have decontamination rooms and procedures readily available in the event of potential 
radioactive material contamination on surfaces or clothing. 

By implementing all of these measures, hospitals can effectively protect healthcare personnel and 
patients while assisting in the prevention and management of radiological and nuclear health hazards. 
Consistently reviewing and updating radiation protection and contingency plans is imperative for 
hospitals to ensure their timeliness and effectiveness. 

The importance of emergency preparedness in healthcare settings, particularly in relation to 
CBRN hazards. 

All healthcare facilities must be prepared for emergencies, especially when it comes to responding to 
CBRN hazards. These types of hazards have significant implications for the health and safety of 
patients, healthcare personnel, and the broader community. Therefore, it becomes imperative for 
hospitals to establish a comprehensive emergency preparedness plan. 

In a study titled “Emergency Departments Response to CBRNE”, Razak, Hignett & Barnes (2018) 
highlight the significance of emergency preparedness in healthcare settings, especially in the context 
of CBRN hazards. The study emphasises that emergency preparedness plans play a crucial role in 
protecting healthcare personnel. This is achieved by ensuring that healthcare personnel are equipped 
with the requisite training, appropriate equipment, and resources to respond to CBRN hazards in a safe 
and effective manner. 

A robust emergency preparedness plan plays a pivotal role in enhancing a hospital’s ability to respond 
effectively to disasters. This plan not only identifies potential hazards but also coordinates response 
efforts and ensures the availability of necessary resources. An effective emergency preparedness plan 
can swiftly locate and isolate infected patients during biological hazards, preventing the spread of 
diseases and implementing infection control procedures. Additionally, the inclusion of appropriate PPE 
and decontamination procedures within the emergency preparedness plan can significantly mitigate the 
risk associated with exposure to hazardous materials such as radioactive materials or toxic chemicals. 

Overall, within healthcare settings, the importance of being well prepared to respond to emergencies is 
essential, especially when responding to CBRN hazards. Through the establishment of a 
comprehensive emergency preparedness plan, hospitals can protect healthcare personnel, curtail 
disease transmission, minimise exposure to hazardous materials, effectively manage emergencies, and 
ensure the well-being of the community. 

The essential components of an effective emergency management plan. 

The essential components of an effective emergency management plan are highlighted in a study 
conducted by Sawalha (2020), which focuses on the disaster management cycle. This study 
emphasises the importance of a comprehensive and coordinated approach encompassing prevention, 
mitigation, preparation, response, and recovery from emergencies and disasters. Additionally, Squier 
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(2023) advocates for several significant factors that should be incorporated into a proficient approach 
for handling emergencies. 

One of these crucial factors is risk assessment, a process aimed at identifying potential hazards, 
assessing their likelihood, and understanding their potential impact. Implementing risk assessment aids 
in recognising the emergencies or disasters that are most likely to occur in a hazardous area, predicting 
their possible consequences, and devising effective strategies to mitigate these risks. 

Another vital component is the development of an effective communication plan. Such a plan ensures 
that all participants in the emergency response efforts have access to timely and accurate information. 
Communication plans should encompass protocols for alerting emergency services, mobilising the 
emergency response team, and maintaining communication with various stakeholders, including 
patients and their families. This comprehensive approach enhances the overall preparedness and 
response capacity of healthcare facilities in dealing with various emergencies." 

The third essential component is the response procedure, designed to manage the immediate actions 
taken during an emergency. This includes measures like lockdowns, triage, and medical care. 

The outcomes of the risk assessment serve as the foundation for these emergency response 
procedures, which should encompass detailed instructions for all parties involved. 

The fourth crucial element pertains to the recovery procedure, which outlines the steps taken to recover 
from an emergency. This involves activities such as assessing the extent of the damage, clearing the 
affected area of debris, and repairing the facility. Recovery procedures should also include protocols 
for addressing the needs of patients, employees, and other stakeholders. 

Within the emergency management plan, all the procedures should be consistently taught to all 
healthcare personnel. Additionally, regular drills and exercises should be conducted to assess the 
effectiveness of the plan and identify areas for potential improvement. To ensure its relevance and 
functionality, the emergency management plan should be frequently reviewed and updated. Following 
each emergency or disaster, an evaluation of the situation should be conducted in order to identify any 
flaws in the strategy and make the necessary improvements. 

In essence, a successful emergency management plan should be rooted in a comprehensive risk 
assessment, incorporate clear communication protocols, define response and recovery procedures, 
provide ongoing training and drills, and continuously enhance itself through regular review and updates. 

The challenges or gaps in the current approach to emergency management in major hospitals 
in Malaysia. 

In a study conducted by Sulaiman et al. (2020) on healthcare facility management in Malaysian public 
hospitals, he revealed a range of obstacles and gaps in the current approach to emergency 
management within major hospitals in Malaysia. The study reveals a range of obstacles and 
shortcomings in the present emergency management approach within these hospitals. It emphasises 
that many healthcare personnel lack awareness of and adequate training in emergency management 
procedures. This deficiency can lead to confusion, delays in action, and potential errors during 
emergencies. 

In Malaysia, certain hospitals may lack comprehensive emergency management plans in place or have 
outdated and insufficient plans. Consequently, these facilities could display inadequate responses to 
critical hazards such as CBRN emergencies. Moreover, communication systems during emergencies 
might be inadequate, particularly in rural or remote areas. This limitation poses challenges for 
coordinating response efforts and effectively disseminating vital information to stakeholders. 

There is a possibility that certain hospitals in Malaysia lack the necessary equipment, supplies, 
insufficient staff, and trained personnel to handle emergencies efficiently, especially those involving 
CBRN hazards. Effective emergency management often necessitates coordination with other agencies, 
such as emergency medical services, public health departments, and within governmental 
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organisations. Unfortunately, instances may arise where hospitals and these agencies do not 
coordinate seamlessly, thus posing challenges in both emergency response and subsequent recovery 
efforts. 

Plans and practices for emergency management may often receive minimal evaluation and 
improvement. This limited assessment could lead to a lack of knowledge regarding which aspects are 
functioning well and which areas require enhancement, ultimately rendering the emergency 
management efforts ineffective. It is imperative for healthcare facilities, government agencies, and other 
stakeholders to collaborate in order to enhance emergency management planning, training, and 
coordination. To address these issues and gaps, a dedicated commitment to consistently reviewing and 
improving emergency management protocols is essential.  

The implications of the review for healthcare providers, policymakers, and other stakeholders. 

This review emphasises the importance of addressing CBRN hazards within Malaysian healthcare 
settings. Its implications are extensive and hold significant impact for healthcare providers, 
policymakers, and stakeholders alike. 

According to Garritty et al. (2023), a lack of training and resources stands as the primary reason for the 
insufficient handling of CBRN hazards by healthcare providers. It is imperative for healthcare providers 
to be aware of the perils and possess the knowledge to both prevent and mitigate these hazards. The 
review stresses the importance of having emergency preparedness plans alongside regular training 
and drills. These measures ensure that healthcare providers are well equipped to respond appropriately 
during an emergency incident. 

The review highlights the imperative for policymakers and government organisations to prioritise 
emergency preparedness and allocate adequate resources to manage CBRN hazards. This may 
require investing in appropriate equipment, training, and other resources to ensure healthcare providers 
are adequately prepared to respond to CBRN hazards. 

Additionally, to effectively address the CBRN hazards, policymakers need to collaborate with healthcare 
providers as well as other stakeholders, including public health organisations, emergency medical 
services, and the public. The overarching conclusions drawn from this review underscore the 
significance of prioritising the management of CBRN hazards within healthcare settings. 

They accentuate the ongoing need for sustained investments and unwavering attention directed 
towards emergency preparedness and swift response measures. It is incumbent upon healthcare 
providers, policymakers, and an array of stakeholders to unify their efforts and accord paramount 
importance to the triad of safety, health, and effective emergency management. By doing so, the 
healthcare sector can stand resilient against the challenges posed by CBRN hazards. 

The areas that need improvement and approaches to address the challenges healthcare 
providers face in managing CBRN hazards. 

Several areas requiring improvement in managing CBRN hazards in healthcare settings in Malaysia 
have been identified based on the study by Yahya et al. (2022). Healthcare providers face the challenge 
of inadequate training and knowledge for effectively preventing and managing CBRN hazards. 

Addressing this challenge necessitated a robust solution, rigorous training, and regular drills simulating 
emergency situations. 

Crucially, each hospital must establish and implement comprehensive emergency management plans 
specifically tailored to address CBRN hazards. These plans need to encompass well-defined 
communication pathways, response protocols, and the necessary materials and equipment. Hospitals 
must make sure their communication systems are trustworthy and effective in emergency 
circumstances. This might entail the use of numerous communication channels, including backup 
systems, and ensuring that everyone involved is aware of emergency procedures. 
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To effectively manage CBRN, hospitals must ensure an adequate stock of essential supplies and 
equipment, including radiation detectors, decontamination tools, and personal protective equipment. 
This might entail the necessity of acquiring new equipment and supplies. 

Hospitals should engage in collaborative emergency preparedness efforts with various organisations, 
including private healthcare providers, emergency medical services (MRCS, St. John, JPAM), 
hazardous material management teams (HAZMAT), the Royal Malaysian Police (PDRM), and other 
relevant parties. This collaborative approach facilitates a more robust and coordinated response to 
CBRN hazards. 

In tackling these challenges directly, hospitals need to possess the necessary resources and equipment 
to effectively counter the risks posed by CBRN hazards. Therefore, healthcare facilities, government 
entities, and other stakeholders must unite to prioritise and elevate the importance of emergency 
preparedness. Through fostering collaboration, securing vital resources, and prioritising emergency 
planning, healthcare providers and relevant authorities can establish a safer environment and a more 
effective response framework for managing CBRN hazards. 

Conclusion 

In conclusion, the review highlights the potential exposure of Malaysian healthcare providers to a range 
of CBRN hazards within their work environment. Despite the existing measures aimed at prevention 
and management, the current approach to safety, health, and emergency management in major 
hospitals in Malaysia exhibits several challenges and gaps. 

As outlined in the review, hospitals in Malaysia confront various challenges. This includes inadequate 
awareness and training among healthcare providers, insufficiencies in emergency preparedness plans, 
particularly concerning CBRN events, communication difficulties, scarce resources, inadequate 
coordination with external agencies, and insufficient evaluation and improvement of emergency 
management procedures. 

To effectively address these challenges, a strong recommendation is for healthcare institutions, 
government agencies, and other relevant stakeholders to collaborate closely. This collaborative effort 
should focus on enhancing emergency management coordination, refining planning strategies, and 
providing comprehensive training to all involved parties. 

In response to chemical hazards, a more robust approach to risk assessment is essential. This includes 
establishing effective engineering controls, ensuring the availability of appropriate personal protective 
equipment, and establishing well-defined decontamination procedures. For biological hazards, the 
implementation of rigorous infection control measures and efficient waste management protocols is 
paramount. Similarly, radiation and nuclear hazards necessitate the establishment of a comprehensive 
radiation protection programme alongside robust dose monitoring practices. 

Furthermore, a crucial aspect of managing these hazards is the consistent evaluation of emergency 
management procedures. Regular assessments are necessary to identify areas for improvement and 
enhance the effectiveness of response and recovery efforts. By adopting these comprehensive 
strategies, healthcare providers, government entities, and other stakeholders can collectively work 
towards minimising the impact of CBRN hazards and promoting the safety and well-being of all those 
involved. 
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